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Abstract

Electronic commerceplays a major role in any society’s socio-economic progress, and now formas
fundamental part of the way people and organizations purchase prodwitgssand conduct business. $till
its full potential still remains unfulfilled. The realisation of its potentialnrKenya will only be achieved
once existing challenges, such as lack of trust and security, are elimifiaiegaper had two objectives: to
assess the factors that affect users’ level of trust and sense of security in E-Commerce applications; To
establish the relationship between trust and security in E-Commerce applicatiensestarcher applied
mixed methods research; and data collection was done by using a questionhawedfby focus group
discussion. The results point to the existence of an intricate relationship between user’s level of trust and
sense of security. Further, it was deduced that lack of secufitgtsatrust levels which leads to reduced
online transactions. There is need for e-commerce organizations to tagwadequate security measures are
employed in order to gain a larger market and to increase profitability.
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1.0 Introduction

Electronic commerce is increasingly becoming part and parcel of masessisetups today. There are those
organisations that have fully embraced the idea of running fully play businesses and those that have a
mix of both the online and offline operations, that is, brick and moffae Internet has revolutionised the
world of business and commerce by creating not only great opfi@subut also threats for consumers,
organizationsind other stakeholders. The users’ perception of trust and sense of security is becoming of great
concern given the Internet’s openness and ubiquity making the world highly interconnected and networks
such as the Internet more prone to security attacks.

Electronic Commerce is regarded as the buying and selling of prodwsdsvares over the Internet, (Turban,
Viehland, & Lee, 2008)Various inventions have contributed to the proliferation of Electronic Commerce
The invention of the Internet in 1969, facilitated the interconnection cimpatworks beyond geographical
boundaries; the Electronic Funds Transfer (EFT) in 1970s, made it possitile £lectronic transfer of funds
from one financial institution to another; the Electronic Data InterchaBB# {n the 1980s, facilitated the
transfer of day to day business documents, thus expandingoglectransfers from only financial
transactions to include other types of transaction processing; andotiet Wide Web (WWW) in the 1990s;
has facilitatedthe development of many innovative applications, ranging from online taleslearning
experiences and other E-Commerce applications, (Turban, Viehland, 20G®),

The global digital community consists of 4.087 billion active Internet wsed April 2018, and this number
continues to grow exponentially as a more increasingly digital-literate genecatitinues to come of age
and as computing devices that deliver greater computing power are being delvéinedmarket at more
affordable costs (Statistica, 2018). Researchers agree that all Internet ugmrtential customers to e-

commerce companies, (Ho & Wu, 1999).

WWw.ijrp.org



Zachariah Onteri Mitaki / International Journal of Research Publications (IJRP.ORG) ‘.\ JJ RP.ORG

ISSN: 2708-3578 (Online)

Zachariah Onteri Mitaki/ International Journal afdRarch Publications (IJRP.ORG) 3 156

1.1 Trust in Electronic Commerce Transactions

Customers’ trust as they transact through the Internet and other computer networks is important for the
success and development of@amerce. The customers’ level of trust may vary from one online channel to
another.

(Turban, Viehland, & Lee, 2008) define trust as the psychological sthtalying on another party to achieve
a particular goal. When such trust exists among the transacting partiesnffieence that each party will
keeping their end of the bargain is strengthened. It is imperative thainttisCommerce be increased for
successful online commercial transactions, (Szulanski, Cappetta, & J288djh, Actually it is now widely
accepted that the Internet’s currency is trust, the absence of which productive online transactions especially
are impossible. It is further argued by scholars that trust can be incteasdttier establishing affiliations
with objective third parties or by ensuring that these three key elsnaat present in such online

engagements: integrity, competency, and security, (Szulanski, Cappétasé&n, 2004)

Evidence from many researchers suggehat users’ level of trust when making transactions through
electronic means in the online interconnected environment is very imp¢@heliappa, 2008). Trust is a
prerequisite for any meaningful engagements to take place, especially ie @iditiorms where the
participating parties have no face to face interactions. Thus, switchingofigsical to online stores may be
difficult because of the perceived difficult in establishing trust (Turbbaehland, & Lee, 2008). Building
consumers’ trust of e-commerce offerings is not very easy, (Someswar, Sam, & Sridh&t),3@d for any e-
commerce undertaking to succeed it is imperative that the business must ditiild taust.

(Blaze, Feigenbaum, & Lacy, 1996) agree that dealing with issuessbfaind managing trust in electronic
commerce is a very difficult endeavour, which nevertheless, has teabaged through various mechanisms

such as digital certificates, (Grandison & Sloman, 2000).
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1.2 Security in Electronic Commerce Transactions

E-Commerce security is defined as the principles that guide safe electrorsactiams, facilitating the
buying and selling of goods and services through the Internet, witlséhef protocols to provide safety for
the parties involved, (Cardinal Commerece, 2088jccessful @ommerce depends on the customers’ trust

that a company has the requisite security requirements in place, (CammimaeCece, 2018)

The consumers’ concerns about the security of online transactions forms is the biggest issue in e-commerce
implementations, (Labuschagnce & Eloff, 200®atsikas, Lopez, & Pernul, 2005). The research community
is in agreement that the challenge of security is multifaceted, it taddbs technical and nontechnical
perspectives which involve the issues of organizational capacity, managetiafives and human
dimensions, (Turban, Viehland, & Lee, 2008olms, 2001). This makes it imperative that organizations that
intend to trade online should take initiatives to understand the customers’ security perspective and view. This

is so because no matter what security technology they use, theyinglsénse and perceptions of security by

the customers will ultimately determine if they will trust an e-commerce welsitegh to trade in it.

Researchers have fadinhat customers’ perception and sense of security in online e-commerce channels
affect their trust when they intend to undertake transactions (ChesgeafRh, 1999)(Cheskin Research,
2000). Electronic Commerce has the potential of transforming the wawmers purchase goods and
services but to a great extent, this potentiality has not been achieved, pbetallse of the risks associated
with online trading. Consumers find it difficult to trust faceless padieshe other side of the network tvit
sensitive personal information especially credit card transactions, (Chesdéarh, 1999)

After review of the relevant literature, the research design and methodolpggsented followed by the

research findings and data analysis. The discussion and recommenskatioos finally presented.
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1.3 Problem of Research

Out of choice or necessity, the global population is increasingly adomtime transactions. The Internet-the
world’s largest interconnection of computer networks- has created tremendous opportunities as well as threats
for participants, both the business enterprises and the consumers. 8osgyaszations and consumers have
found the use of the Internet to be a highly rewarding endeavaundbagreat potential in helping offer o
access services online, seamlessly and with a lot of ease. This timtathere will be a great deal of savings
in terms of cost and time. On the other hand, the challenges of secdrityistnin an online environment are
increasingly affecting e-commerce, thus making consumers tavedy from transacting online.

As the global frenzy of the adoption of online trading continues, ks Bssociated with such transactions
abound. Online users may find it difficult to give sensitive personalrnrdtion such as credit card
information online. It is in this context that this paper seeks to asweé&sctors that affect users' level of trust

and sense of security in E-Commerce applications.

1.4 Objectives of the study
» To assess the factors that affect sisé¢vel of trust and sense of security in E-Commerce
applications.
» To establish the relationship between trust and security in E-Commerce apmdicatio
1.5 Research Question
» What are the factors that affect users’ level of trust and sense of security in E-Commerce
applications?

» Is there a relationship between trust and security in E-Commerce applications?
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1.6 Scope of the study

The present study seeks to assess the factors that affect users' leust ahdr sense of security in E-
Commerce applications in Kisii town, Kisii County, Kenya. This researchaeaducted on the residents of
Kisii town, Kenya, aged between 18- 50 years. Only those who hawetraadactions online were included.
2.0 Literature Review

The literature review seeks to examine enjstiesearch on users’ trust and sense of security in e-commerce
applications.

(Dong-Her, Hsiu-Sen, Chun-Yuan, & Lin, 2004) opine that the perceptidack of security by online
customers represents a major risk and the main impediment to the gmvttevelopment of e-commerce.
(Flavia'n & Guinaly’, 2006Yurther demonstrate that trust in the online transactions affects the consumers’
perception of security. Eommerce sites may therefore boost customers’ trust by decreasing perceived risk
and improving website security, (Warrington, Abgrab, & Caldwell,@0Qee & Lin, 2005) concluded that
trust will encourage online transactions and will also affect customer attitudeslscavtailers.

(McKnight, Choudhury, & Kacmar, 2002) in their research fourat the quality of the information about a
product or service in an @mmerce website determines the customer’s level of trust. Trust is defined as the
psychological state of depending on a party regarding the execution of,aotasknsaction, (Turban,
Viehland, & Lee, 2008). So if the quality of the content found in asitelis not appealing to the user, then
customer trust and satisfaction will be affected, (Park & Kim, 2003)

Researchers agree that the ease with which one can initiate and conclude onlgédrsns a statement on
the level of security of the e-commerce website, (Davis, 1488)rris & Turner, 2001), and (Venkatesh &
Davis, 2000). Especially, those consumers who are new to technolagyatesthe ease of interacting with
technology to be a reflection of strong security, (Gefen, 2000).

(Turner, Zavod, & Yurcik, 2001) found that the implementatiore-@ommerce websites is a pointer to the

state of the security of the site. Weak and poor implementation dé#lign of such sites can be characterised
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by issues such as prolonged page download duration and timeouéb gfages. However, the researchers
agree that users’ sense of security was dependent on the context. For instance, critical personal information
such as the credit card details, require robust security; and browsingitevteldook for information needed

less security, (Wolf & Pfitzmann, 20Q0)

The requirement to log on to a website via the log on page indicated wvaktibbe a good security pointer
since it implies that site access is only for the authenticated entity. Usecsatsgmod standards and
practices for setting strong passwords with strong security. Mess wonfessed that they do not religiously
follow the website password standards and practices especially when they thecésternet from the
comfort of their homes. On such instances, a section of usdes v use short and easy to recall passwords.
The users even use the same password for more than one sites peeanige of the fear that they may forget

the passwords, (McCauley-Bell & Crumpton, 1998heskin Research, 2000).

(Turner, Zavod, & Yurcik, 2001) found out that brand recognitibe-commerce sites by the online users is
an important pointer the level of security. Thus, a good reputatidnsatisfactory customer service of the
online company means strong security. The opposite was also found to be true. The online company’s
reputation and customers’ experience in such sites affected the consumers’ level of trust and sense of security

as pertains to the ability of the site to protect their data. The policies and practecesrfmerce companies

were found to be a statement on security of transactions, which also affects the users’ level of trust.

(Turner, Zavod, & Yurcik, 200) further argue that responsiveness in online transactions affect bdévéh
of trust and sense of security of consumers. This view is afgmosgted by (Gefen, 2000). Responsiveness is a
pointer to an organization’s willingness and ability and to promptly attend to queries raised by the customers,

(Zeithaml, Parasuraman, & Malhotra, 2002). Online companies should @ravidx of channels like online
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chat, e-mail and phone contacts for the diverse groups of custanader to provide an avenue for queries

and responses, (Turner, Zavod, & Yurcik, 2001)

Another key factor that was found to contribute to the level of trussanse of security online is the aspect
of endorsement from third parties. This may be recommendationsrelatives and friends, affiliations of
online companies to highly reputable independent organizations. Users felt aanessafr security against

fraud and a sense of credibility in the presence of such endotselfiamrner, Zavod, & Yurcik, 2001)

3.0 Research Design and methodology

3.1 Introduction

This section focusses on: research design, target population, sample sgmmgtidg procedure, research
instruments, validity of the instruments, reliability of the instents, data collection procedures.

3.2 Research design

A research design is the arrangement of conditions for collection andgiaraflgata in a manner that aims to
combine relevance to the research purpose with economy in prod&ddhari, 2004). This study adopted
quantitative and qualitative research design (mixed methods research).

3.3 Target population

This study targeted the residents of Kisii town, Kenya.

3.4 Sample size and Sampling procedure.

According to (Kothari, 2004), sample size is a sub population that ydakang from the target population in
order to carry out your study. Purposive sampling was emplbyedcluding only those respondents who
have participated in the buying and selling of goods and serviceglthtioel Internet. Based on the purposive

sampling design, a total of 100 respondents were involved in the study.
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3.5 Research instruments

The data collection instruments included questionnaires and focus grawssibsis. By structure, the
questionnaire required a mix of close ended and open ended responsetoshetiashe researcher achieve
his interests of mixed methods research.

3.6 Validity of the instruments

Validity of the instruments used is a pointer to the accuracy of ttectsml data. It is the extent to which
differences found with a measuring instrument reflect true differemcesg those being tested, (Kothari,
2004). To achieve this purpose, the questionnaire was piloted in orgalidate the research instrument
being used based on three criteria: Content validity; Criterion-related validdyCanstruct validity. The
piloting was done by giving the questionnaire to ten respondents. Necessartions were then made to the
guestionnaire.

3.7 Reliability of the instruments

According to (Best & Khan, 2006), if a co-efficient of 0.5 or m@eattained, then the study instruments
would be adopted for use. In this study, a correlation coefficient was ettand it indicated the reliability of
the instrument use®earson’s product moment correlation co-efficient was used to correlate the scores and

this was taken as an estimate of reliability.

4.0 Research findings and analysis

One hundred respondents aged between 18-50 years participatedsindiisAfter the responses from the
participants were received, the researcher put together and examined the cserdcthesesponses. This
was then followed by a focus group discussion between the reseanthal the 100 respondents. All the
responses were analysed and contentious issues were discussed in aoféevie a middle ground. €h

participants’ responses regarding their level of trust and sense of security were analysed.
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44 % of the respondents consider the issue of security serio®ty,were unsure about the security
requirements and considerations, 15 % very seriously, 15% not sgriad|3 % never consider the security

issues when making transactions.

How seriously do you consider the issue of security?

Never
! Very seriously
Not Seriously 3% 15%
15%

Neutral
23%

When responding on the level of trust to the technology in oplayenents, 47% were neutral, 25% do not

Seriously
| 44%

trust the technology, 28 % trust the online payment technology.
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I don’t trust the technology used in online payment
50
45
40
35
30

25
20
15
10
| |

Strongly disagree Disagree Neutral Agree Strongly Agree

(=T

81% of the respondents will not carry transactions in an online site they don’t trust, 19 % were neutral.

I will not carry transactions in an online site I don’t trust
90
80
70
60
50
40
30
20
10

Agree Neutral Disagree

88% of the respondents won’t feel secure sending sensitive information over the internet, 12% don’t care.
90% will use online services if the security technology is imprasdpposed to 10% who will not use the

online services even in such circumstances. 89 % of the respondenitafesitions such as new laws, two-
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factor authentication, biometric security, and security programs qanowa online security, 51% believe that

e-commerce sites are committed to ensuring online security, 87% wilureiigse from an online site they

do not trust. 86% agree that the level of trust they have towards alsitgflugénce their decision on the site

to purchase from; and 88% agree that third party referrals will influencetthsirand security perceptions.

89% agree that factors such as ease of use, responsiveness, qtiaditinfifrmation, implementation, log on

page, brand recognition and redress against are an indication of stcomitys

Question Agree Disagree
I wouldn’t feel secure sending sensitive information over the internet 88% 12%
I will use online services if the security technology is enhanced 90% 10%
Actions such as new laws, two-factor authentication, biometric secunity| 89% 11%
security programs can improve online security

| trust that e-commerce sites are committed to ensuring online security | 51% 49%
| will purchase from an online site | do not trust 13% 87%
The level of trust | have towards a site will influence my decisiorhersite | 86% 14%
to purchase from

Third party referrals (such as relatives, friends, family and other indept| 88% 12%
online parties) influence trust and security perceptions

Factors such as ease of use, responsiveness, quality of the inforn 89% 11%
implementation, log on page, brand recognition and redress againstfed

an indication of security
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5.0 Discussion

It came out clearly that the users’ level of trust and sense of security are intricately tied together. The opposite
holds true. When the trust levels are low, the users can not feel secuaetingnism such a site; again, when
the e-commerce website does not possess the requisite security featunssrsrshow disdain for such a site

because of the absence of trust.

The user’s level of trust and sense of security have an impact on the willingness of the consumers to carry out

transactions on a website. Most of the users were quick to point otihéhedise with which one can initiate
and conclude a transaction is a pointer to the level of securityitef. & Bose sites that give users a difficult
time in the execution of their transactions were said not to pay attentitetaity thus they were considered
not to be paying attention to the security of the site. The researcher alsbdiaiuthat the users associated
long page loading times, and web page time-outs to weak security dfethbemce this affected the trust

levels and sense of security.

The researcher established that users who had knowledge of how to detertiminsiti in which they are
transacting is secure are bound to carry out more transactions @giiarty with confidence as opposed to
those who do not have the knowledge on how to verify the sestailys of a site. Though most of the users
admitted that they never check the SSL Certificate, there was greater conatesdsscussions, of the need
to check the SSL certificate. A few of the team members showed knamddmpw to determine that, for
instance, if the URL of the websibegins with “https” it means the site is secured using an SSL Certificate.
The users also concluded that the availability of the symbol of a padlock amtket clomain name also
affected their view of the security of a website. The users were well dwarsome rogue sites may mimic
the design of genuine sites and thus the domain name was theagnty differentiate them, albeit the slight

variations that may confuse those who are not keen enough.
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It was established that redress against fraud was another key fag¢dermining the level of trust and sense
of security in a site. The users look at this issue in a two diovaigerspective: first, if the services offered
are unsatisfactory; or, two, if the online site in which they traadawas a fraud that was only interested in
stealing from the consumers. The users were unaware of any redeehanisms in case of fraud or
unsatisfactory services in e-commerce sites. Particularly, e-commerceausesrried by two facts: the
difficult of detecting online fraud; and, online fraud may sometimes b&sdrorder, so in such situations,
which laws should be applied? Effective redress mechanisms will theostist and sense of security of the
cugomers which will in turn be a boon to online business environments as more ‘pane shoppers’ will

willingly engage in online transactions.

The quality of information found in an @mmerce website, the effectiveness of responses to customers’
queries, log on page combined with strong password policy, and @eoghnition and company reputation
all contribute to trust and security perceptions in online applications. A lack of this will affect the user’s

ability and willingness to openly transact in the online platforms.

Independent third party endorsements also affect the level of trusteasd of security in an e-commerce
website. Worth noting is the fact that websites recommended to ayufEnity members, relatives, friends
or colleagues are more trusted and users feel more secure transathiew.irmhis emanates from the fact
that the independent third parties share experiences that help infornchbiges for sites in which to
transact. Sites in which any of the parties may have encountered bad inter@muti@xperiences are all given
a wide berth. Users were in wider agreement that if they were referaaddnvertisement banner in a trusted

website, they could click on the banner, with an assurance that it led tore siée.
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5.1 Conculsion and recomendations.

As presented in the findings section above, the factors are clearly asmedsets established that trust and
security are interrelated subjects that affect each offtery are interlinked and will affect consumers’
attitudes and perceptions when transacting online. Trust and secutity anest important considerations by
users when transacting in online environments. Any perception that a webisitedare results in trust
deficit which will ultimately influence the choice of the site to transact in.

In order to capture a larger market, e-commerce sites must invest imgssansumers of the security of
their transactions. This must be done by boosting trust levels thimiter security mechanisms, the absence

of which will lead to decreased number of customers for the ornte® s
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