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ABSTRACT:

Mobile banking application solutions are now the most preferablensneia performing financial
transactions and almost all banks in Nigeria have develapedieployed at least one mobile application
to service their Client (Customers). However, the securitisefs of these solutions is a critical issue that
cannot be overlooked and understand the concerns of users (Customer) coinees to their privacy,
data, and their perceptions on the issues of access delegati@mpirical survey was conducted to
identify what user opinion and concerns are. This study seekwéstigate if users of mobile banking
applications have sufficient security awareness and if it faasslated into better security protection
measures. Also, the knowledge level on the security featurdatd®adn mobile banking apps and the
best way users can be educated to understand their role iingethair privacy. The research work
investigates the security rish access delegation by the account holderthird parties. The findings
from the survey identified a low level of security awareness anusegs in terms of security safety
measures as only 14.4% of respondents admitted that they willlepssicurity as a factor which further
that there is a lack of security awareness among usethiarths heightened the concerns of users with
58.2% expressing serious concern over their privacy and the prabléwwcess delegation as a risky
behavior most users indulge in. The study also reveals thatusest believe that the current security
measures in mobile banking are at a low level. An Empiricaley using quantitative descriptive
analysis was used for analyzing the data collected anthoh@ised for data collection was a structured

guestionnaire and Statistical Package for Social Sci@R8%}o code the data for analysis.

KEYWORDS: Cybersecurity, Hacking, Awareness, Mobile bakibtiggrs’
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INTRODUCTION

The internet has made a significant impact on bankiddiaancial institutions, giving customers access to
several banking services around the day. at an equivatestit made an enormous cut on banks' costs. Previous
research shows that mobile banking provides the cheape®ryeervice for several banks. Mobile banking is a
facet of electronic banking and is considered a cruciallalition and channel for retail banking [1 and an extension
of internet banking with its unique characteristics that mialane of the foremost promising tools in banking
services (Laukkanen, 2007). The first development of the mbhihking app was within the simple form quite two
decades ago. Typically, mobile banking services enadses to receive information on their account balanaes vi
SMS (Short Messaging Service). With the introduction of #RRS (General Packet Radio Services) network and
the development of more technologies, the services expandieald transfers between accounts, stock trading, and
confirmation of direct payments via the phone's lsemw(Mallat, 2004). With mobile phones and smartphones
becoming very fashionable and other people spending avarage time on mobile devices than they do with a
personal computer since 2014, it simply means more peopleeoming used to their mobile devices to perform
the services which were in time past available onlythair computers. A report from the Association of Mobile
Network Operators worldwide (GSMA, 2019) shows there are 7dlioomSIM (Subscriber Identity Module)
connectionsin Sub-Saharan Africa, whiclis 75 percentof the population. These indeed may be a viable
marketplace for financial institutiort® develop and deploy mobile banking Apps in other to sucoeegktting
more clients but this is often not without an attendingusgcissue arising. The steady rise in mobile usage in
Nigeria has opened new opportunities for financial mttihs in Nigeria to adopt mobile banking in place ofthe
banking method. The report by geopoll.com (2019) shows thagirttsent mobile penetration in Nigeria stands at 84
percent out of which 64 percent are account ownersawitast one of the 22 commercial banks in Nigeria byt onl
6 percent of the account owners use their device to perdmy mobile banking transaction. Even though most
commercial banks in Nigeria have successfully developed andygepinobile banking applications, the acceptance
and usage of this banking option have suffered some setibadigeria due to security concerns by the users. Most
users are skeptical and are not very confident in tfatysaf the solution, especially with growing issues of
cybercrimes in the financial sector. Smartphones runminiipe Android Operating System (OS) have become more
fashionable phones among users today due to their usadliniess and as open-source software, developers can
record and publish their android application thereon butithisot without some attendant security issues such as
malicious codes being easily deployed, which will affegiliaptions built for android OS (Kouraogo, 2017). Also,
attacks that occur through Android OS leave room forkaower of the complete control of a phone and supply
access to victims’ private data, elevating privileges and access to cryptographic keys stored on the Android mobile
platform. Applications developed to run on Android areilgatecompiled due to their structural characteristics

(Misra and Smita, 2015) which makispossibleto even perform a more sophisticated attack than thded ci
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previously. Using a mobile platforrm performing any formof financial transaction will usually face two
limitations: the security of the payment system amdusers of the system. When considering the securitybilen
applications, the security of the server-side and the iseairthe client-side must be carefully factored inte th

planning, design, and implementation of any mobile bangoiution.

Most commercial banks in Nigeria provide mobile banlgegvices simply because it has become a necesdity as
provides a convenient means of transaction and helps iteerain relevant in the business of financial service
provision. However, some banks have not done very muarrnmstof securing their applications. Security updates
and patches are not provided by some of these applisatimhwhere such patches are provided, it comes oaly aft
a breach has occurred. A study of most mobile banking afiplis developed for use by customers shows that most
bank customers are not aware of how-to safeguard themcyriand account when using this mobile banking
solution and as a result, so many customers have expgedi®@ne form of attack or the other by the way of $ocia
engineering. Also, the problem of access delegatioa byer to a third party who then exploit such means &b ste
from their account has become a reoccurring probleme. dbsence of any means of creating awareness in the
existing mobile banking application has further affectedtthgt and confidence customers have in these banking
solutions. Bank customers have expressed concerns andatemns on the integrity of this application becausy th
feel it is not secured enough and that can be attribatttketlevel of awareness in terms of security risk safdty
measures available for them. This paper is aime@dmyiog out an empirical survey to substantiate the rieed

improvement in user security awareness with an empbasiwbile banking users in Nigeria. The objectives of this

work are;
i. To ascertain the current security awareness level gmsers of mobile banking applications.
i To determinausers’ privacy concerni the usagef mobile banking applications.
iii. To determine the neddr animproved data protection mechanisnmmobile banking applications.
iv. The determine the challenges and risks associated wgdss delegation by mobile banking

application users.

REVIEW OF RELATED LITERATURES
Several studies have been conducted to understand thenesglevel of users of mobile applications both
locally and internationally and the result these studies identified some of the challenges thaitirnge
awareness among users faces and the reason why users don’t seem to be aware of safety measures available to
adopt in preventing their privacy. Though previous works vigraesed more on the study of the awareness of
users on the security of smartphones and informatistersygs, this study is primarily focused on awareness of
security issues and safety measures in mobile bankinicafphs. A study conducted by Abayomi, (2021)

proposed that more enlightenment (awareness) sheuddneto encourage students tertiary institutiongo
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learn how to use other means for storing their informatigside their mobile phones and the use of periodic
text and seminars to create enlightenment. (Kearney, 2008)g thsee factors: behavior, cognition and affect
to develop a prototype for information security awareness identify that user’s knowledge and behavior have an
effect on their security awareness but the behavior o§wene cannot be relied on completely to develop an
information security awareness model. Susanto, (2021) ¢aikea survey study with a focus on the hardware
and software of users’ mobile devices, the study looked at the behavioral and influence factors, and the findings
revealed users’ application of mobile phones in performing several duties does not mean that taey satisfied
with the security awareness also it showed the nmeests do not adopt basic security measure therefose, the
are exposed to threats and vulnerabilities through theiilendbvices. The study recommended the need to
create security awareness on implications of users’ behavior and its impact on their mobile devices as this will

help increase the security awareness level among u&angk et al, (2020) reported from their work after
studying the various participants from three different coun{@srmany, Romania, and Spain) they discover
that participants from Germany gave more attention ¢argg and privacy compared to those from Romania
and Spain which further reveals that enforcement of Im@htation Security Policy regulations by regulators
differs for various countries and this is as a result dramess among users. Esmaeili (2014) using his model
for assessing factors that affected information secletyavior in smartphone networks identified attitude,
intention, computing experience, breaching experience,amilddtion condition as the main and direct factors
that influence information security behavior of usersrofirtphones. Peer, (2015) developed and examined the
validity of the Security Base Information System, using@usgty questionnaire to measure the attitude of users
towards security-related topics in the study three distiacibles were used for the experiment which is;
requesting the subjects to suggest a strong passworddemtifyi phishing URLs, examining the operating
system version of the subjects personal computer twhsaafter a release of an update, and checking for the
existence of a secure lock screen on the subject’s personal smartphone. Wijesekera et al., (2015), studied the
perception of smartphone users regarding permission. In éRpiriment, the authors collected contextual
information about the state of the device when peiarissare requested. At the end of the experiment, in a
concluding survey, they asked the subjects about the ggoms granted and denied as well as their decision
making in accordance with specific contexts and arrivetieatonclusion that the perception of users impacts
the subject of permission. Pawel and Mazurczyk, (2018) in sieity of User Perspective and Security of a
New mobile authentication method observed that a neheatication scheme that is based on the Open ID
Connect standard and Subscriber Identity Module card (SIMpege better rests in providing an
authentication than the existing methods. Their proposeitiod was compared with existing ones such as
biometrics. Their proposed solution enables useraccess websites, services, and applications witthaut t

need to remember passwords, responses, or support ofiapgneqt.

WWw.ijrp.org



Emmanuel Eturpa Salami / International Journal of Research Publications (IJRP.ORG) @ IJ RP.ORG

ISSN: 2708-3578 (Online)

13

METHODOLOGY

An Empirical Analysisis usedin this studyas its obtainablein other Computer Science research
(Omorogiuwa and Chiemeke, 2008). It entails the use of gatwditdescriptive analysis in analyzing the data
collated from users of mobile banking applicationsarfis selected banks. Empirical analysis is an evidenaabas
approachfor the study and interpretation of information. The sangit@ chosen for this study is 261 mobile
banking application users irrespective of their gender, ednedtqualification, computer skill set, or occupation.
The questionnaire was designed using google form and self-atiendgni both physically and online.
Tools used for the study are questionnaires and SPSS (&atitbduct and Service Solutions) for the collection
and analysis of data. Descriptive statistical tools sgcfremuency count, mean, and standard deviation was used.
The data collected through the administered questionnasecallected and subjected to descriptive and infetentia
analysis. Both Frequency distribution and Percentage wedetastetermine the number of respondents in every
section. Pearson value (P. Value) was set at 0.05 apbhdf significance, and this test was used to deterthia
significant relationship in the response between tiepcategorization of the questions. Data reliabikist tvas
carried outto justify the final data collected using Fleiss multeraKappa reliability test measurement and

agreementTo get a conclusive resule use the following formula Fleiss Kappa formula

PP

.
1P

1)

Where the values in the formula are represented lasvi)l

K= numberof evaluation categories

P-= observed percentagéchance®f agreement

P=observed percentage of agreement

The factor (P- Py gives the degree of agreement that is attainable ab@rece and, (% Pe) gives the degree of the
agreement actually achieved above chance. Wherettlts ae in complete agreement (K = 1) and if ther@is n
agreement among the raters (other than what would be erfdgcthance) theiK < 1).

Overall Agreementa’h

Asymptotic 95% Confidence

Asymptotic Interval
Standard
Kappa Errar Fid Sig. Lower Bound Lpper Bound
Cwverall Agreement 001 000 1.243 214 000 om

a. Sample data containg 201 effective subjects and 36 raters.
h. Rating category values are case sensitive.

The P.value (significance valuis)(p=0.214) which makes the data reliable.
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The questionnaire was structured into five thematic amthsa total of thirty questions using a five-pointlsca
of measurement for each question. The questionnaires weupegl into User Awareness (to ascertain the
current awareness levelf users), User Privacy (to ascertain the privacy comscefnusers), User Data
protection (to assert the perception of users on their datx) Atcess delegation (to evaluate user opinion on
the subject of access delegation) and Users Device/Apiplic security. (to understand user behavior towards
their device security).
FINDINGS AND DISCUSSION
261 questionnaires in total were distributed out of which 210 ha&neled out physically to participants
and 201 questionnaires were returned. 150 questionnaires werestmmpdl usable, and 51 responses
were received from the online participants, with an oveedponse rate of 85%. Only 201 of the
answered questionnaires were useful after performing daaimeand filtration. 150 of the returned
guestionnaires were complete and usable, and 51 responses weéredréom the online participants,
with an overall response ratef 85%. Only 201 of the answered questionnaires were useful afte
performing data cleaning and filtration.
Table 2.1 Respondents’ Demogr aphy

Items Variables Frequency Per cent
Pleaseindicate your gender: 3 15
Female 98 48.8
Male 100 49.8
Total 201 100.0
Please indicate your age Less than 18 49 24.4
group 18 t024 81 40.3
25t039 34 16.9
40to 60 33 16.4
Greater than 60 4 2.0
Total 200 100.0
Pleaseindicate your current | Student 149 74.1
occupation: Self Employed 8 4.0
Employed 40 19.9
Unemployed 1 0.5
Others 3 15
Total 201 100.0
Please indicate your highest | Primary 1 0.5
educational level: Secondary 102 50.7
Graduate 37 18.4
Post Graduate 39 19.4
Others 22 11.0
Total 201 100.0
How would you grade your | Basic 63 31.3
Computer Skills: Intermediate 64 31.8
Advanced 50 24.9
Expert 11 55
Others 13 6.5
Total 201 100.0
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As seen in Table 2.1 Users of mobile phones today are relayioelyg people within the age group of
18-24 and this can be attributed to the growing penetratianteyinet connectivity within Nigeria. As at
December 2020, the teledensityf Nigeria was putat 107.18% from the report by Nigeria
Communication Commission (NCC). 40.3% of the respondents ageedreti® and 24 years are fast
adopting either mobile banking or other related solutionoagpared to 16.9% and 16.4% aged between
25years to 60years. With 74.1% of respondents being students, this ifdeesl the need to give
attentionto the security behind mobile banking solutions since the mgjofithese categories of users
are still naive when it comes to how best to protect thensélem attacks through social engineering,
Phishing or any other types of security threats that¢heybecome exposed to while using these mobile
solutions. The sample survey also presents a worrisome pidtweamputer literacy levels with only
31.3% having Basic computer skills and 31.8% having at leasttamnmediate knowledge level. This
shows that the level of computer literacy is still at a very level in Nigeria. And to effectively use
mobile banking solutions in a safe and secured way will quims tigdnave at least basic knowledge of IT

(Information Technology) which will help the user know the fundaaiet&ta privacy and protection

steps.
Table 2.2: Awareness and usage
Items Variables Frequency Percent
Do you use Mobile| Yes 178 88.6
Application in General? No 4 2.0
Not often 10 5.0
| don’t Know howto useit 2 1.0
Only when the need arises 7 35
Total 201 100.0
Does your bank have a| Yes 190 94.4
mobile banking application | No 1 0.5
and do they offer mobile | Maybe 4 2.0
banking ser vices? T don’t know 1 0.5
Am not sure 4 2.0
Total 201 100.0
Do you carry out banking | Yes, only through mobile application 89 44.3
g ar_lsactl(o_r;i on your mog!:e Yes, through both ways 82 40.8
evice (either via mobile 5 -
browser or mobile banking No, Idon’t know howto.uselt 7 35
app) | don’t know how to usé atall 7 35
Not often 16 8.0
Total 201 100.0
To what extent are you | Highly Satisfied 35 17.4
satisfied with your Banks’ | Satisfied 104 51.7
M obile banking services? Highly dissatisfied 3 15
Dissatisfied 2 1.0
Neutral 57 28.4
Total 201 100.0
Which of the following All time Accessibility 48 23.9
factorsinfluence you the Direct Access 27 13.4
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most to use Mobile banking | Ease of use 83 41.3
services? Friends/Relatives 6 3.0
Security 37 14.4
Total 201 100.0
Why would you consider | Easyof fund transfer 43 21.4
using Mobile banking | Easy processing 27 13.4
Services. Inexpensive 8 4.0
Privacy 25 12.5
Time Saving 98 48.8
Total 201 100.0

Though there is a significant growth in the percentageatifile phone usage as seen in Table 2.2, when
compared with the level of security consciousness of most usems,ighe significant difference. Most
mobile phone users are not really aware of the extent tchwhéir behavior in handling their devices
affect their privacy and how this exposes their online ergale security-wise. While the sample survey
shows 88.6% of respondents use phones generally. Table 2.2 shows that 94.4%eschdent are
aware their banks provide mobile banking services but this awareness among users’ does not necessarily
mean that they are aware of how to use this mobile soluicm secure way. As observed by the
European Network and Information Security Agency (ENISA) 2@h6,issueof security awareness

not training but is an attempt to change the behavior and mmttéhow people use technology and the
internet. The kind of awareness that users need to havasttserch that their behavioral patterns are
changed in such a way that they know what to do and not dak&unkn (2006) theory on security
awareness among users identified three key steps that can d¢relgsan awareness which include; (i)
increase training on Information Security Awareness. Rwards and Punishmenb Increase
Information Security awareness (iii) Campaigning to In@efrformation Security Awareness. 41.3%
say they are influenced to use mobile because they consateedétsy to use while 48.8% state that they
would consider using mobile banking app because it is ¢iviag and “time-saving” simply means that
users are not constraint by location except their connectiviwever, only 14.4% respondent see
security as a factor that will influence their usage ofrtiobile banking app. This goes to show that while
security today is an issue on any mobile platform, users seetn set it as something they should give
more priority to above other considerations and this can be becausedtmy have the right
understandingof the significant impactt can createto their privacy. Table 2.2 shows 51.7%8
respondents are satisfied with their bank’s mobile app solution and services while 28.4% are neutral
however, 17.4% of users are highly satisfied with the servicesdaavd them through mobile banking.
This shows that users’ satisfaction is tied to some factors such as their confidence in the bank protecting

their privacy and data captured when performing any tcéinsausing the mobile application.
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Table 2.3: User Privacy
Items Variables Frequency Per cent
How concerned are you about | Very Concerned 117 58.2
security in  mobile banking | A little Concerned 46 23.4
applications? Somewhat Concerned 17 8.6
Not at all Concerned 16 8.0
I know that | should be concerned buainh not 4 2.0
Total 201 100.0
Would you report a security | Yes 172 85.6
break-in of your personal data | No 9 4.5
toyour bank Not Likely 2 1.0
Maybe 17 8.5
| don’t care 1 0.5
Total 201 100.0
Indicate which of the following | Bank should do moréo improve the privacy of their| 89 44.3
statement(s) you are in | mobile banking services
agreement with. Banks should be held responsible when customers | 32 15.9
privacy is compromised
The privacy protection puin place by banks are 10 5.0
insufficient.
There should be penalty for banks when customer priy 34 16.9
is compromised
There should be stricter lawsprotect privacy online 36 17.9
Total 201 100.0
Which is more important to | Both 92 45.8
you: CONVENIENCE or | Convince 29 14.4
PRIVACY Privacy 74 36.8
None 2 1.0
Others 4 2.0
Total 201 100.0
Kindly rate the following | Hidden Cost 28 13.9
reasons enlisted for not using | Insecurity 74 36.8
M obile banking services lack of knowledgeon howto useit 37 18.4
No access to Internet 48 23.9
No need, msatisfied with traditional banking 14 7.0
Total 201 100.0
What privacy issue are you | Exposureof my credit card account details 32 15.9
concerned about with mobile | Hacking of personal data by cyber criminals 89 44.3
banking None 19 9.5
Sharing ofmy personal data with third parties witheay | 21 104
consent
Unauthorized acce$s personal information 40 19.9
Total 201 100

Table 2.3 presents respondents’ concern over the security of their mobile banking app as 58.2% (117) of
the users state that they are very concerned with the seafutlity application. It is therefore certain that
banks needtlo do moreto build up the confidencef users. Privacy securiig a key issue wheit comes
to the adoptiorof mobile banking solutionas security bridges have been obsert@tie on the increase

in recent times, especialimp mobile phones. 44.3%f the respondents axd# the opinion that banks
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should do more to improve the issue of privacy on the mobilkifg application solution. This concern
by respondents is built from the fact that most mobile banking applrs have sections that app Poorly
coded or have incorrect design security during development. 3@Bré&spondents identify insecurity
while 23.9% state that internet access is one of the reasonsyithegt use mobile banking solutions
and can be to the fact that most rural areas and fewn witi@s in Nigeria are still not connected to the
internet and the perception of some of the respondents on théyset the cyberspace is yet another
reason. 44.3% feel that the privacy protection on these appfisais not reliable enough and so the
concern over their personal data being hacked by cybercrimonéitee will make them not consider
using mobile banking applications.

Table 2.4; User Data Protection

Items Variables Frequency Percent
Are you concerned with | No, I trustin my bank services 30 14.9
data security when using | No, it is unlikely for a security breach to happen 10 5.0
mobile banking No, notatall 4 2.0
Yes, but | usét anyway 124 61.7
Yes, that is the main reason that | don'titise 33 16.4
Total 201 100.0
Are you concerned about | Certainly 6 3.0
your data that is being [M\ost Likely 3 4.0
captured when performing
a transaction via mobile No 37 184
banki ng app Not at all 5 2.5
Sometimes 22 10.9
Yes 123 61.2
Total 201 100.0
Have you ever had your | | can' recall anytime 5 2.5
banking credentials stolen | q 164 31.6
(such as PIN, Password
&amp; BVN) Once 2 1.0
Yes 26 12.9
Others 4 2.0
Total 201 100.0
In your opinion, does| |don' thinkso 6 3.0
sharing your mobile | May be 23 11.5
banking credentials with | Never thoughof it asa risk 1 0.5
closefriendsa security risk | Not atall 3 15
Yes, itis a risk 167 83.1
Total 201 100.0
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In your opinion, what | All your banking credentials 17 8.5
information ought to be [TIcant say 29 145
collected when using your - - - —
mobile banking application Your Account Numb(.er and Biometrics (Finger print/lris) | 59 29.4
totransact a payment Your BVN and E'mall Only 24 119
Your Password and Account Number only 72 35.8
Total 201 100.0
How confident are you in | A little confident 65 32.3
your dbanlfj in proéectflng Am not sure 16 8.0
your data during and after - -
any mobile banking Highly conflt?lent 8 4.0
transaction? Not too confident 42 20.9
Very confident 70 34.8
Total 201 100.0

Though 61.7% of respondents are concerned with data security &3d 6fi.respondents agreed to be
worried about the captured data by these mobile banking appisadt the point of transaction, this
growing concern has not stopped the user from using the servitieis aan be attributed to the user-
friendliness of some of the application and the ease of usellaimeaavailability. To most users this
enough reason for them to keep using the mobile services d@hendfis risk involved. 83.1% agreed that
sharing their banking credentials with others is a securityaigk while the cases of stolen banking
credentials may not be high among the respondent, this dose dowanstdate to users having high
confidence on the mobile banking services as captured frorsatingle survey table 2.4 where only
34.8% (70) of the respondents say they are very confident with theefioatprovided by their banks in
safeguarding their data (credentials). 35.8% of respondents dne opinion that their password and
account number should be the only credentials that blagik mobile application should request and be
able to store when performing a transaction even thoughsthisgady an option in some of the existing
banks, but the period of time these credentials are helikinache on the mobile phones might be long

enough for hacker® crawl them before they are been erased.

Table 2.5 Delegation of Access Right

Items Variables Frequency Per cent
Do you do think there is | | have never thought about it 5 25
danger _ with  delegating Maybe 3 15.9
access right to anyone to _
carry out a mobile banking | No, i don't 23 11.4
transaction on your behalf Not really 9 45
Yes, it has great danger 132 65.7
Total 201 100.0
To whom would you most | A Spouse 75 37.3
likely delegate your access | Close friend 9 4.5
right, to perform a| Family member 105 52.2
transaction on your behalf | Others 4 2.0
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Relation 8 4.0
Total 201 100.0
Have you ever experienced | Never 27 13.4
any breach of trust from
someone you provided with No, notat all 108 53.7
your banking credentialsto MNone T can remember 18 9.0
help perform a mobile
banking transaction Yes, more than once 23 11.4
Yes, once 25 12.4
Total 201 100.0
What criteria would you | Familiarity 4.5
consider _ before delegating Others 10
access right to someone?
(eg handing over ATM | Past Experience 35
gtaé()j banking credentials, Relationship 44 21.9
- Trust 139 69.2
Do you consider delegation | Maybe 39 19.4
of access right to a third | Most likely 17 8.5
party as a serious security | Never thoughof it 9 4.5
issue No 34 16.9
Yes 102 50.7
Total 201 100.0
Which of these would you | Account Number and Password 49 24.4
most likely share with your | Both Account Password and Bank Verification Number (BVN) | 3 15
close associate or trusted | None 97 48.3
friends? Phone Password/Personal Identification Number (PIN) 45 22.4
Your Bank Verification Number (BVN) 7 35
Total 201 100.0

The perception of users towards delegation of access oighthird party is relatively high as 65.7% view

delegation of access to be highly risky and 52.2% affirm theiilfamember will be the most likely

people they will delegate their access right to and theisida is based on trust which they believe their

family members would not breach as seen in Table 2.5. oweust as a determinant for delegation of

access right has been observed to be risky because ovei tiae been reported that most cases of

security breach recorded has been tratedhose who the users once trusted with their account

credentials.
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Table 2.6: Application/Device Security
Items Variables Frequency Per cent
Which Type of Operating | Android 168 83.6
System does your mobile | | don't know 8 4.0
phone use i0S 20 10.0
Others 3 15
Windows 2 1.0
Total 201 100.0
How often do you update | | don't know how to usi 4 2.0
your mobile banking apps | No at all 19 9.5
Not often a7 23.4
Rarely 56 27.9
Very often 75 37.3
Total 201 100.0
Which of the following | | can't tell 48 23.9
actions should be taken in | Use Antivirus 15 7.5
order to increase mobile | Use Trusted application 64 31.9
banking security? Use Trusted Networks 44 21.9
Use Trusted website 30 14.9
Total 201 100.0
For mobile banking | High-level Security 42 20.9
application usage, please | Low-level Security 24 11.9
indicate how safe you | Medium-level Security 111 55.2
think they are in terms of | None 2 1.0
security: Not sure 22 10.9
Total 201 100.0
What is the top most | Am concerned abouhy personal information being 85 42.3
reason you are dissatisfied | disclosed as a result of mobile banking
with in mobile banking | Applications for mobile banking are too complicated to u{ 18 9.0
experience Banking on my mobile phone takes too long 9 4.5
| amactually satisfied with mobile banking 64 31.8
| have had problems getting the applicatiomsvork 25 12.4
properly
Total 201 100.0
What measure do you take | Add extra security features suahdevice location and 16 8.0
to protect your device(s) | deactivation app
and the data stored in | Maintain the default security settings on my device 5 2.5
them Use a very strong password and PIN 92 45.8
Use an easy to remember password/PIN and backup my 10 5.0
in an external location
Use biometric (fingerprint/Irisfo securemy device and 78 38.8
pattern recognition
Total 201 100.0

Form Table 2.6 Mobile phone running on the Android Operating systetime most popular among
mobile phone users in Nigeria that is because of their user-frigmnélface, ease of use, and low cost.
83.6% of respondents use mobile phones run on android OS (OperatirgnsyMobile devices running
on Android have been observed to be prone to attacks, espéuisieyrunning on a lower version of the

Android OS. Unlike mobile devices running the Apple Operatingte3y (iOS) that has more security
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features, Android OS has been identified with the follovaagurity issues; it has a greater potential risk
for applicationievel security due to the extensive and open nature of the SDK while Apple’s iOS model
provides out of the box security because Apple has total controltlmeierdevice. Another problem the
survey identified is the percentage of those who do a megpldate of their mobile phone OS. Both
Android and Apple do regularly provide updates and newer versiortbdin devices with the aim of
addressing issues of security but only 37.3% of respondents perfagular update of their OS. When
the version of OS on the mobile phone is too low it makes it easibatkers to override the security of
that mobile device. 31.9% believe that the use of the trugiplication is another form of security
measure and banks need to use the right channel to authethiecatedibility of the application that is
released to users. Because there are a lot of fake nbalsiking apps out there that are designed for the
purpose of impersonating the official banking mobile apps. Baeksito add features that will make
their application to make it difficult for a hacker to liepte and also feature that will make their official
apps easier for customers to identify. 55.2% of respondents bdhatv¢he security level of mobile
banking appst it bestis at a medium level which means there still see gapthe areaof safetyof
mobile devices in general and specifically in mobile bankppieations.

Key Findings:

The following are the key findings made from the research;

i. There is an appreciable level of awareness among users dé inabking application service
solutions provided by their banks (94.4%) are aware that theirsiqanokide these services
but only 14.4% of users view security as a factor that wiluénce their choice of using
mobile banking service and this is because most of the usersoarproperly aware or
informed on why they should be more concerned with securitse than ease of use and

convenience.

. The findings from the empirical study show more users aregyltkedlelegate their access rights to
their family member or spouse on the bases of TRUST even tlibagladmitted to the fact that it is a
risk. Delegation of access rights will continue to beissue that users need to be educated on. The
finding showed that though 50.7% admitted that delegationcefsads a risky thing, 65.7% said they will
delegate their access right to at least a family meivdosed on trust.

iii. The result shows that 58.2% of the respondents admitted that thengrgrconcerned when it
comesto the issue of security of their mobile banking app and while 65a&%concerned about their
data. Therefore, 44.3% will want their banks to do morariprove on the privacy issues. Most users

(55.2%) believe that the safety level of the mobile bankingegtijan is at a medium level.
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iv. Users believe the current authentication and authorizatiaregsut in place should be further
hardenedo help keep their banking credentials safe wihiicturn will increase their confidence. 45.8%
of respondents believe that stronger passwords and PINs shoelddoeed to further strengthen the
authentication process by the banks.

V. When it comes to the security measures to adopt in protecting their devices, users’ awareness of

the best practicis ata low level.

CONCLUSION AND RECOMMENDATION

Judging from the evidence provided by the study, it is clear that users’ security awareness which is only
about14.4%needs to be heightened and where possible integrated intotiike banking application as
this will increase the confidentiality and integrity thie mobile banking application solutions and their
usage. It is apparent that the existing security measure®sh mmobile banking applications are not
clearly understood by customers and this has led to a growing namoeng mobile bank application
users as 44.3% admitted that they would prefer their banksaldle to improve the privacy issues.
Creating proper awareness of security issues that affiegirivacy, Data, and device of bank customers
through the same mobile application will help to change #"itgtude towards their safety. Banks need to
consider integrating new features that will mitigate $sués that arise from Access delegation. Even
though almost all the banking application has provided the optionséos to reset their passwords, most
customers might be reluctant in doing so except if they experia bridge. Therefore, these banking
applications should be designed to mandate users to change #sgiophafter a specified period which

will bea good way of helping users take responsibility for pratgdtieir banking credentials.
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