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Abstract

Many of the students undertaking IT programs in our universities possess the fundamental skills to carry out
hacking in their future professional careers in the organizations in which they will be employed through the
knowledge they have acquired as part of their training. Learning about networking, programming, coupled
with hardware knowledge and exposure to various operating systems such as Unix, Linux, and Windows
equips the average IT student with the skills and knowledge to infiltrate and manipulate systems, in essence
making them hackers in the making. Accordingly, a black-hat hacker is a hacker who either ignores or
intentionally defies legal or regulatory statutes with presumably little interest in ethical frameworks (Pike,
2013). Conversely, a white-hat hacker is defined as a hacker who is committed to full compliance with legal
and regulatory statutes as well as published ethical frameworks that apply to the task at hand (Pike, 2013).
One of the greatest challenges posed to business through recruitment of IT professionals is the risk of
cybersecurity breaches to organizational systems as a result of the knowledge they possess. Many business
organizations, as a result, have fallen victim to cyber-attacks. It was thus the focus of this research to explore
why by training IT students in our University’s, we are producing an increasing number of future hackers
within Africa Nazarene University. The purpose of this study was to explore if ANU is a breeding ground for
hackers of the future. The study explored if perceptions held of ethical hacking serve as deterrents to hacking
through training achieved as IT students at ANU through the objectives of evaluating how the GoK codes of
conduct and RoK ICT policy affect IT students, how ethical practices training has impacted IT students, when
have the IT student’s encountered ANU institutional policies, and what is the consequent level of awareness
of ethical hacking. At its core was the theory that today’s IT students are tomorrow’s hackers with the target
population being IT students undertaking undergraduate BCS, BBIT programs and graduate MIT studies at
ANU. A sample size of 105 respondents, which was drawn using purposive sampling technique was used that
targeted students who are part of the IT programs under study. Quantitative data was obtained from the
respondents as collected using questionnaires and analyzed using SPSS through descriptive analysis that
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yielded correlations between the objectives under study as well as frequencies and percentages of the results
of data. The results were presented in form of correlation tables, bar graphs, pie charts and a written report
that detailed analysis of findings as well as evaluated the insights of the data analyzed. The study found that
61.9% respondents taking IT programs at ANU have no knowledge of the GoK code of conduct with 61.7%
among the BBIT group indicating that they have not undergone hacking training. 95.8% indicated that
coupled with having undergone hacking training they practice prudent online internet conduct through their
ANU user accounts as well as 90.5% of the total respondents across all programs indicating that hacking
sensitization would be an important part of their training. The study was able to conclude that ANU IT
student’s curricula should be guided by the government master plan on the role out and implementation of
ICT within Kenya, legal document added to exposure to the field, testing of skills, collaborations on projects
as well as sharing of knowledge in line with sensitization on the latest trends should form part and parcel of
the core training. Recommendations from the study include the establishment of an IT training policy,
hacking and ethics training, and creation of hacking awareness programs on white hat and black hat hacking.
The study sought to develop awareness among Africa Nazarene University IT students on ethical hacking and
is intended to benefit ANU in particular as it will enable the institution to determine if the IT training
programs have any shortfalls that may exist.
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1. Introduction
1.1 Background of the Study

The image of the individual termed as a “hacker” has evolved from that of one viewed as positive and
complimentary in society, of a smart and eager computer programmer, to the negative and disdained
cybercriminal. The term cybercriminal and hacker are today used synonymously. Hacker, as a term, is
commonly used by the mass media to refer to an intruder breaking into computer systems to steal or destroy
data. Police describe almost any crime committed through, with, by, or against a computer as “hacking”
(Richet, 2013).

Conversely crackers use their computer security related skills to author viruses, trojans, etc., and illegally
infiltrate secure systems with the intention of doing harm to the system or for criminal intent, as a means of
differentiating them from the original and noncriminal hacker (Richet, 2013).

As shown by Suhasini (2014) the prevalence of internet connections and users has resulted in misgivings
of the true intent of the users as it is hard to tell those with genuine intentions from those that don’t,
particularly for ethical hackers whose real intent may not be able to be established as they breach vulnerable
networks and information systems. This is evidenced by the technological base available marked by ever
increasing tools that ease the lives of the general public being developed, but which if abused could encroach
on our privacy, free will and respect.

As further highlighted by Suhasini (2014) media reports focus on 90% of cybercrime being perpetrated
by people working within those organizations raising fears on how easy it is to exploit systems by employees.
The aspect that arises is then, is ethical hacking the final solution to these challenges or is it in itself a
problem. The security of networks and the protection of network resources are so vital to business operations,
that when cyber-attacks do happen, business processes can literally come to a halt (McGregor, 2014).
Furthermore, McGregor (2014), emphasizes that business professionals play a role in properly performing as
a vital human resource in the business systems they help develop and use in their organization. As a manager
or business professional, it will be your responsibility to make decisions about business activities and the use
of information technologies, which may have an ethical dimension that must be considered.

However, Richet (2013) outlines that in this search by organizations, one of the best ways to evaluate the
intruder threat to their interests would be to have independent computer security professionals attempt to
break into their computer systems. A great number of hackers are self-taught geniuses and some organizations
actually employ hackers as part of their information technology staff. These hackers use their skills to find
vulnerabilities in the company’s information systems so that they can be fixed quickly. This type of hacker
actually activity prevents serious cybercrimes.

A 2013 study by go-gulf on cybercrimes and statistics shows that cybercrimes are growing and by 2017,
the global cyber security market is expected to skyrocket to $120.1 billion. The estimated annual cost of
global cybercrime is $100 billion. Africaonline business (2015) states that in Africa, internet usage grew
seven times faster than the global average between 2000 and 2012, clocking more than 3,600 percent growth
to a total 167 million users. Yet the flipside of the rapid expansion of internet infrastructure is poor
cybersecurity safeguards.
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According to a 2015 article on the daily nation, there were 5.4 million cyber-attacks recorded last year
alone in Kenya. That is almost three times the number recorded in 2013. Despite this large figure, though,
communications authority of Kenya believes that a high number of cases are never reported, especially those
involving banks. Pike (2013) outlines the argument for teaching ethical hacking focuses on the need to better
understand attacks and attackers. Thus this study examined perceptions that influence IT students into
committing criminal acts with the skills acquired in an ethical hacking course.

1.2 Problem of Research

One of the greatest challenges posed to business through recruitment of IT professionals is the risk of
cybersecurity breaches to organizational systems as a result of the knowledge they possess. The impact of
ethical hacking training on IT students perceptions is manifested in their individual points of view as regards
ethicality of hacking. Many business organizations, as a result, have fallen victim to cyber-attacks. According
to Abdulrahman (2015), ethical hackers must be network systems specialists and very familiar with computer
networking, programming, and operating systems. Coupled with a comprehensive awareness of Windows,
Unix, and Linux is considered as a necessity. “Patience, persistence, and immense perseverance are important
qualities for ethical hackers because of the length of time and level of concentration required for most attacks
to pay off. Networking, web programming, and database skills are all useful in performing ethical hacking
and vulnerability testing”(Abdulrahman, 2015). Although many IT graduates will be charged with securing
and testing of critical information systems in their future professional careers, there is no assurance that the
ethical hacking training they have received will be a deterrent to engaging in black hat hacking activities as
envisaged by the influence on their perceptions.

1.3 Objectives of the study

The general objective of this study was to determine what factors affect perceptions of ethical
hacking.

1.3.1 Specific Objective
To assess the impact of ethical hacking training on perceptions among IT students
1.4 Hypothesis of the study

IT students of today are not the hackers of tomorrow. This is a null hypothesis that states there is no
relationship between the variables under study.

Ho: There is no relationship between the level of IT students training and their level of hacking knowledge.
1.5 Scope of the study
This study covered students undertaking IT degree programs in Africa Nazarene University at the

undergraduate and graduate levels i.e. BCS, BBIT, and MIT. The study was also limited to those students
studying within main campus and Nairobi campus.
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2.0 Literature Review
2.1 Ethical hacking training

Information Ethics is education and training on the responsible and accountable use of information
on the one hand and of the technologies used to access and disseminate information in the private and public
domain on the other, (Malan & Bester, 2014).

Alnatheer (2014), determines at the core of information ethics is an information security culture that
defines the attitudes, assumptions, beliefs, values, and knowledge that employees/stakeholders use to interact
with the organization’s systems and procedures at any point in time. This interaction results in acceptable
procedures that result in acceptable or unacceptable behavior evident in artifacts and creations that become
part of the way things are done in an organization to protect its information assets.

Ried and Niekerk (2013), on the other hand, asserts that information security education provides the
knowledge and skills needed to implement information security practices. Information security has however
been mainly implemented in organizations and recently has come to target the general public.

According to Alhogail and Mirza (2014), information security culture develops as a result of
employees’ interaction with information security controls such as passwords, access cards or anti-virus
software. Information security culture thus forms a natural aspect of employees’ daily activities. This security
culture is about the way things are done in the organization in order to protect information assets. It is created
in the organization through embedding appropriate security practices to each employee to become a natural
way of performing his/her daily job activities (Alhogail & Mirza, 2014).

Eloff (2015), further emphasize information security be incorporated into the everyday practices
performed as part of an employee’s job to make it a way of life and so cultivate an effective information
security culture throughout the organization. However as portrayed by Veiga (2015), organizational vision
and strategy are often depicted in organizational policies and procedures. Employee behavior becomes evident
as guided by the vision, strategy, and policies. With time an organizational culture emerges, that encapsulates
the vision and strategy, as well as the experiences employees, have had when implementing them. This
culture is then incorporated into specific organizational behavior.

At the foundational educational level, the negative effects of lack of an IE culture have been
witnessed through many primary schools in Africa that have embraced internet usage amongst their students
having a great deficiency in online safety practices for students. Young students using the internet without
proper guidance and knowledge of cyber conduct are vulnerable to predators and cyber criminals that are
eager to take advantage of innocent minds (Solms, 2014). Further as portrayed by Solms (2014), this lack of
knowledge of cyber code of conduct has also been witnessed among their teachers through a lack of requisite
knowledge and skills on how to safely navigate through the web, how to tackle incidents of online
harassment, prevent hackings and malware attacks, and through the lack of structured implementation of
curricula on safe cyber practices for teachers as well as students.

In higher learning institutions the lack of an IE culture according to Amunga (2013), is manifest
through the increasing evidence of cases of academic malpractices, especially plagiarism, in universities and it
continues to be an everyday worry for universities, information creators and vendors in Kenya, this has
brought about the need for information ethics training in university’s in Africa.
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3.0 Research Desigh and methodology

Burns and Grove (2003) define a research design as “a blueprint for conducting a study with
maximum control over factors that may interfere with the validity of the findings”. Parahoo (1997) describes a
research design as “a plan that describes how, when and where data are to be collected and analyzed”. Polit
and Beck (2003) define a research design as “the researcher’s overall for answering the research question or
testing the research hypothesis”. This study used quantitative research as conducted through a descriptive
survey which presented a picture of the specific details of the research area. It sought to describe the
characteristics of perceptions of ethical hacking. The descriptive research sought to determine the answer to
who, what, where, and how questions. It offered the researcher a profile or description of relevant aspects of
the research area. The study mainly concentrated on investigating the perceptions of ethical hacking.

3.1 Research site

The study was located in Africa Nazarene University both the main campus (Rongai) and the Nairobi
campus (aghro house) that gave a good representation of a university that is training students in IT and that is
likely to be subject to the vices of hacking. The ANU study, however, did not provide results that may be
generalized, it sought to explore the issues of ethical practices as they impact IT students. The assumptions
were that these results would provide a basis for future research to be conducted on the same subject as well
as provide an insight of the situation in other similar higher learning institutions.
3.2 Target population

Parahoo (1997) defines population as “the total number of units from which data can be collected”,
such as individuals, artifacts, events or organizations. Burns and Grove (2003) describe population as all the
elements that meet the criteria for inclusion in a study. The target population for this study was Bachelor of
Business and Information Technology (BBIT), Bachelor of Computer Science (BCS) and Master of Science
in Information Technology (MIT) students in Africa Nazarene University.
3.3 Determination of study sample

Polit and Beck (2003) define a sample as “a proportion of a population”.

The formula below adopted from Kothari (2004) was used to determine the sample size.

d2(N-1)+22.p.q
Where: N is the strater sample size
Z - is the confidence level (95%); that is, Z = 1.96
p - is the proportion of the of the strata population for the entire population (0.3)
g - (1-P) is the proportion to the total population of other clusters (0.7)

d - is the desired precision (0.05 level)
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N - is the total number of population in the target population

Calculation

Strata Sample size = (1.96)20.3*0.7*371

0.05? (371-1) + (1.96)?*0.3*0.7

= 3.842(0.3*0.7*371)

0.003 (370) + 3.842*0.3*0.7

3.842 * 77.910

0.925 + 0.807

299.330 =>172.823

1.732

Based on the above formula and the subsequent calculation, a sample size of 173 total population
was arrived at. The size of the population that was targeted for the study was 173 respondents that provided a
truly representative sample to give valid results.

3.4 Sampling procedure

The sampling the researcher undertook was a random selection of BCS, BBIT and MIT, Africa
Nazarene Students where the study entailed selecting some of the elements in the population and drawing
conclusions about the entire population from the sample. The population was the subject on which the
measurement was being taken. Random sampling was chosen to be an appropriate sampling method as it was
easy to administer as it requires only a random sample of the population and the sampling intervals were easy
to compute. It only required the sample size and population size and as the elements were not organized in
some kind of cycle or pattern as in systematic sampling, it gave a representative sample. This study made use
of purposive sampling technique where a population that is specifically undertaking IT programs was being
sampled.
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4.0 Research findings and analysis

Hacking Ethics Training
407 of Respondents

[ g3
Hwo

Hacker Ethics Training of Respondents

YES M MOME
Code of Conduct of Respondent

Source: SPSS 16.0

Figure 4-24: Trends on GoK Code of Conduct in relation to Hacker Ethics Training

A hypothesis test between the GoK code of conduct and hacking ethics training portrays that those
that have no knowledge of the code of conduct and have not undergone hacking ethics training stands at
65.5%. In light of the objective of knowledge and familiarity with the GoK code of conduct, a hacking
training program that is constituted of hacker ethics training and guided by the code of conduct is necessary in
order to develop as an IT professional as per the respondents.
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To assess what is the impact of Ethical Hacking training among IT students ?

In evaluating the impact of Ethical Hacking training among IT students noteworthy is the level at
which hacking is taught at ANU. The views from the undergraduates greatly imply that this training has not
been carried out at that level. Commensurate to this is an indication by many that they also have no exposure
to ethics that goes along with hacking. However personal emotions are exposed even among those that have
not gone through this process when posed with the question of whether hacking is right or wrong. Personal
opinions greatly dictate how many view hacking. This should be taken positively because in order to become
an effective hacker you need to explore both sides of black hat and white hat hacking and draw the line as to
what one can do and what one can’t do. Key to note however is that on the aspect of how they rated
themselves, either as ethical hackers or unethical hackers, many respondents indicated they were unsure,
which should be viewed positively as these are minds that should be molded, bounds set and then pointed in
the right direction. Accordingly, Hall (2014) emphasizes, while the role of ethics is discussed in computing
degree courses, there are inconsistent options in what should be taught to students to prepare them for their
professional careers.

5.0 Discussion recommendation and conclusion
5.1 To assess what is the impact of Ethical Hacking training among IT students ?

Ethical hacking training among ANU IT students has had the impact of above all shaping
perceptions in the field of hacking brought about by individual knowledge and exposure to this field. The
impact of ethical hacking training is not evident that would otherwise dictate their actions and perceptions
through prudent online conduct and established hacking training structures at ANU that cater to both students
and trainers alike. Individual perceptions dictated by the ethical implications of hacking that are brought about
by the impact of the actions of hackers are what is however evident. Rightly so, varied sentiments for and
against hacking exist among the IT students which should be welcomed and exploited for in acquiring
hacking training and skills students will be exposed to both aspects of what they would ordinarily do and
would not do, in essence, their moral rights and wrongs. This should thus be above all be deemed as an
opportunity to exploit, to educate, instill ethics, set bounds and above all, point in the right direction. For in
hacking when you know just what the rogue elements are capable of and how far they would go, this is
exactly what will make you very good at what you do and cause you to be a black hat hacker worst nightmare,
with the dividing line being the moral aspect.

5.2 Recommendation

The inclusion of hacking training in the IT students curricula whether as part of the key learning
curriculum or as extra curricula learning that seeks to educate and instill the various types of hacking training
and skills sets that exist bolstered by ethics training to guide students learning and embed positive and
constructive values that ultimately yield positive individuals.
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5.3 Conclusion

Central to the training curriculum of IT students should be policies that lay out what should be taught
and how it should be taught. The IT professional training program should be treated like other professions like
law and medicine as in today’s world the responsibility of an IT steward in an organization is very weighty
given the Security implications. Parallel to this is the role that ethics training should play in the administration
of the training curriculum. Like other similar professions like in law and medicine, a code of ethics should
guide the actions of IT professionals in their practice as the implications of their actions through malpractice
have the same grave consequences that directly impact human life and livelihood. To guide the administration
of these curricula should be the government master plan on the role out and implementation of ICT within
Kenya, legal document. Exposure to the field, testing of skills, collaborations on projects as well as sharing of
knowledge coupled with sensitization on the latest trends should be part and parcel of the core training of IT
students. ICT security is the wave of the present and inextricably the future as we interconnect everything,
and gadgets greatly take over the key roles in our lives, central to this should be the aspect of research and
knowledge generation by ANU into cutting edge trends and practices in the IT field that spearhead its
operations as opposed to being seen to be reactive in its approach. This, however, is only possible through an
environment that fosters learning with an emphasis on exercising of individual talent as well as
experimentation. In today’s world, collective effort and collaborations are the keys to the success of any
institution, no one individual knows everything or has the skills to accomplish many tasks without others. The
more information and knowledge you have, the better placed you are against your competitor and as such the
more likely you are to lead in your field.
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